Java blocking on /dev/random

A Jira server | administer just hung, and a stack trace shows lots of BLOCKED threads; either like:

"aj p-ni 0-127. 0. 0. 100- 8009- exec- 182" #640282 daenon prio=5 os_pri o=0 cpu=0.51ns el apsed=147.51s al |l ocat ed=11696B
defined_cl asses=0 ti d=0x00007f 6ce847c000 ni d=0x2102f6 waiting for nonitor entry [0x00007f6c97b97000]
java.lang. Thread. State: BLOCKED (on object nonitor)
at sun.security. provider. Nati vePRNGSRandonl O. i npl Next Byt es(j ava. base@L1. 0. 17/ Nat i vePRNG j ava: 544)
- waiting to | ock <0x0000000500fc0270> (a java.lang. Cbj ect)
at sun.security. provider. Nati vePRNG engi neNext Byt es(j ava. base@l1. 0. 17/ Nati vePRNG. j ava: 220)
at java.security. SecureRandom next Byt es(j ava. base@l1. 0. 17/ Secur eRandom j ava: 751)
at java.util.UU D.randomJUl D(j ava. base@l1. 0. 17/ UUI D. j ava: 150)
at comatlassian.jira.instrunmentation. DefaultlnstrunmentationLi stener Manager. st art Cont ext
(Def aul t1 nstrunent ati onLi st ener Manager . j ava: 149)

or:

"aj p- ni 0-127. 0. 0. 100- 8009- exec- 186" #640286 daenon pri o0=5 os_pri 0=0 cpu=0.96ns el apsed=106. 49s al | ocat ed=126K
defi ned_cl asses=0 ti d=0x00007f 6ce83e9800 ni d=0x210991 waiting for nonitor entry [0x00007f6c9b524000]
java.lang. Thread. State: BLOCKED (on object nonitor)

at sun.security. provider. Nati vePRNGSRandom O i npl Next Byt es(j ava. base@.1. 0. 17/ Nat i vePRNG j ava: 544)

- waiting to | ock <0x0000000500f c0270> (a j ava.l ang. Obj ect)

at sun.security. provider. Nati vePRNG engi neNext Byt es(j ava. base@l1. 0. 17/ Nati vePRNG. j ava: 220)

at java.security. SecureRandom next Byt es(j ava. base@.1. 0. 17/ Secur eRandom j ava: 751)

at com atl assi an. security.random Def aul t Secur eRandonSer vi ce. next Byt es( Def aul t Secur eRandonSer vi ce. j ava:
46)

at com atl assi an. security.random Def aul t Secur eTokenGener at or . gener at eToken( Def aul t Secur eTokenGener at or .
j ava: 47)

at com atlassian.jira.security.xsrf.XsrfTokenStrategy. createToken(XsrfTokenStrategy.java: 87)

These thread holding lock 'c0270 there is:

"Del ayedLogi nStore: thread-0" #573 daenon prio=5 os_prio=0 cpu=126392. 47ns el apsed=1031762. 88s al | ocat ed=18315M
defined_cl asses=19 ti d=0x00007f 6d2b25a800 ni d=0x429cb waiting for nonitor entry [0x00007f6ca24a4000]
java.lang. Thread. State: BLOCKED (on object nonitor)

at sun.security. provider. Nati vePRNGSRandonl O. i npl Next Byt es(j ava. base@L1. 0. 17/ Nat i vePRNG j ava: 544)

- | ocked <0x0000000500f c0270> (a java. |l ang. Obj ect)

at sun.security. provider.Nati vePRNG engi neNext Byt es(j ava. base@l1. 0. 17/ Nati vePRNG. j ava: 220)

at java.security. SecureRandom next Byt es(j ava. base@l1. 0. 17/ Secur eRandom j ava: 751)

at java.util.UU D.randomJUl D(j ava. base@l1. 0. 17/ UUI D. j ava: 150)

at comatlassian.jira.instrunmentation. Defaul tlnstrunmentationLi stener Manager. st art Cont ext
(Def aul t1 nstrunent ati onLi st ener Manager . j ava: 149)

This is with OpenJDK version "11.0.17" 2022-10-18".

What went wrong?

This appears to be an instance of a fairly notorious problem where apps exhaust the entropy of a system, expressed as availability of bytes from /dev
/random, which per the Javadocs for NativePRNG.java), is the "default seed source".

I'm not convinced though, because my threads don't contain a Fi | el nput St ream r eadByt es() call, as would be the case if / dev/ [ u] random was
really being read, as shown in this example of /dev/random blocking in Bamboo. If anyone has suggestions, please comment.

The fix

Stackoverflow to the rescue. Per the advice there for Java 11, | now set:

JVM_SUPPORT_RECOMMENDED_ARGS="-Dj ava. security. egd=file:/dev/./urandont

In Jira and Confluence's bi n/ set env. sh


https://github.com/openjdk/jdk/blob/jdk-11%2B8/src/java.base/unix/classes/sun/security/provider/NativePRNG.java
https://jira.atlassian.com/browse/BAM-18285
https://stackoverflow.com/a/59097932/7538322

If you set this (or any system-wide) flag, document why and when. The flag might be obsoleted in future, or even cause trouble if left when no longer
needed.
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