How to write a Python script authenticating with Jira via
OAuth

If you are writing a script that interacts with Jira through a REST API, you should authenticate using an OAuth token, rather than an embedded username
/password. Here we describe one way to do the 'oauth dance' to generate a trusted token using Python 3 - specifically the j i rashel | utility fromthejira
Python package. jirashel | thenforms a useful basis for a Python script. Our example script uses OAuth to call an undocumented REST API for
querying license data. Last updated 04 Aug 2023

@ Obsolete!

Personal Access Tokens make this approach obsolete. Use them instead if you are using Jira 8.14 and above.

® Establishing OAuth trust
© Install Python 3
© Create a venv
o Install Python libraries
© Generate an RSA public key
o Create an application link
© OAuth dance
O Test your OAuth token
® Using jirashell as a base for your script

Establishing OAuth trust

Install Python 3

Running pyt hon3 or pyt hon --versi on should show Python 3.x.

Create a venv

nkdir jira-oauth

cd jira-oauth

pyt hon3 -m venv venv
venv/ bi n/ activate

Install Python libraries

pip3 install "jira[cli]==3.5.0" ipython==8.10 pyjw

Yes, you need those particular versions. The j i ra library >3.5.0 broke backwards-compat with older Jiras, and ipython > 8.10 is broken for our purposes.

If you get an error:


https://github.com/pycontribs/jira/pull/1643
https://github.com/ipython/ipython/issues/13966
https://confluence.atlassian.com/enterprise/using-personal-access-tokens-1026032365.html

Col | ecting cryptography>=2.0 (from Secret Storage>=3.2; sys_platform== "linux"->keyring-
>jira)
Downl oadi ng https://files. pythonhosted. org/ packages/ 9b/ 77
/ 461087a514d2e8ecelc975d8216bc03f 7048e6090c5166bc34115af daa53/ crypt ogr aphy-3. 4. 7. tar. gz (546kB)
100% || 552kB 2.8MB/s
Conpl et e out put from command pyt hon setup. py egg_i nfo:

DEBUG ASSI STANCE:
If you are seeing an error here please try the following to
successfully install cryptography:

Upgrade to the latest pip and try again. This will fix errors for nost
users. See: https://pip.pypa.iol/en/stable/installing/#upgrading-pip
DEBUG ASSI STANCE:

Traceback (nost recent call last):
File "<string>", line 1, in <nmodul e>
File "/tnp/pip-build-xs9c9nwd/ crypt ogr aphy/ setup. py", line 14, in <nodul e>

from setuptool s_rust inport RustExtension
Modul eNot FoundError: No nbdul e nanmed 'setuptool s_rust'

Command "python setup.py egg_info" failed with error code 1 in /tnp/pip-build-xs9c9nwd/ crypt ography/

then pip3install -U pip should fix it.

Generate an RSA public key
openssl genrsa -out rsa.pem 2048

openssl rsa -in rsa.pem -pubout -out rsa.pub

Create an application link
In Jira, create an applink. Applinks normally connect to other HTTP apps, but in this case our OAuth client doesn't have a URL, so use a fake one.

| originally created these instructions when creating an OAuth token for a Nagios Jira license monitor, hence the token | use is monitor-jira-license , and
the fake URL is http://monitor-jira-license:

http://monitor-jira-license| Create new link
Jira will complain, but just click Continue:

Configure Application URL

No response was received from the URL you entered - it may
not be valid. Please Fix the URL below, if needed, and click
Continue.

Entered URL | http://monitor-jira-license

New URL" | http://monitorira-license




On the next page, enter 'monitor-jira-license' as the Application Name. Leave other fields blank. Check the 'Create incoming link' checkbox:

Link applications

You are creating a link from:
¥ Application URL: https://issues.redradishtech.com

MName: Red Radish JIRA
Application: JIRA

To this application:

Application URL: http://monitor-jira-license

Application Name” | monitor-jira-license
Application Type” | Generic Application v

Service Provider
Name

Consumer key
Shared secret
Request Token URL
Access token URL
Authorize URL

Create incoming link o

On the next page, fill in:

Field Value Notes

Consumer Key monitor-jira-license | this key will be used in the script

Consumer Name = Monitor Jira License | any descriptive text



Public key contents of rsa.pub

Link applications

You are creating a link From:
¥ Application URL: https://issues.redradishtech.com

Name: Red Radish JIRA

Application: JIRA
To this application:

Application URL: http://monitor-jira-license

Consumer Key" | monitorira-license

Consumer Name” | Monitor Jira License

Public Key" | —BEGIN PUBLIC KEY-—
MIIBjANBgkghkiGIWOBAQEFAAO

Click 'Continue’, and your application link will be created.

=] monitor-jira-license Generic Application NON-ATLASSIAN F A

OAuth dance

Now from your terminal, do the OAuth dance with your Jira installation:

BROWSER=' echo %' jirashell --server https://issues.redradi shtech.com--consuner-key nonitor-jira-license --key-
cert rsa.pem --oaut h-dance

This should print a URL:

https://issues.redradi shtech. conf pl ugi ns/ servl et/ oaut h/ aut hori ze?oaut h_t oken=\WsdwQn\WPol PZf WB5dI Npl 1V86Hq8wPY
Your browser is opening the QAuth authorization for this client session.
Have you authorized this programto connect on your behalf to https://issues.redradishtech.con? (y/n)

If, instead of printing a URL, the jirashell command just prints:



' oaut h_t oken'

That means your consuner - key does not exist in Jira (perhaps you copy & pasted the example without substituting yours?). This is an error reporting
bug in jirashell.

Jirashell would normally try to launch your preferred web browser, using the webbrowser library. By setting the BROWSER env variable, we tell Python not
to bother, and just print the URL for us to manually cut & paste. This is required for server environments, where | ynx isn't able to deal with Jira's
Javascript.

At this point you need to decide which JIRA user you want to grant OAuth access as. For most scripts you should create a dedicated JIRA role account
with reduced privileges. Log out and back in to JIRA as that user, (or use switchuser.jsp) then open the link:

& & https:/fissues.redradishtech.com/plugins/serviet/oauth/authorize?oauth toke... o N} o

Welcome to JIRA

The application Monitor Jira License would like to have read and write access
to your data on issues.redradishtech.com. The application will be allowed to
use your credentials to authenticate as you (Jeff Turner) in the future.

Allow Deny

By allowing this, you can use JIRA without storing your JIRA
password in Monitor Jira License.

Click here to view or revoke application permissions.

Click 'Allow" in the Browser window:

ccess Approved

ou have successfully authorised 'Monitor Jira License'. Please close this browser window and click continue in the client.

After the URL, your terminal also should have displayed:

Your browser is opening the QAuth authorization for this client session.
Have you authorized this programto connect on your behalf to https://issues.redradi shtech.con? (y/n)

Press'y".

The jirashell command now proceeds to launch an IPython session:


https://docs.python.org/2/library/webbrowser.html
https://www.redradishtech.com/pages/viewpage.action?pageId=5636099

<JIRA Shell 2.0.0 (https://issues.redradi shtech.com>
*** JIRA shell active; client is in 'jira . Press Crl-Dto exit.

In [1]:

Type oaut h to print the OAuth object:

oauth

{'access_token': 'A56FItjuH3jfcCs4a¥YS57gzXnAPXk2Zt",

'access_token_secret': 't8JaIlGSsxqZLRQoDQbQYm9f761zgvPs',

'consumer 'monitor-jira-license’,

'key_cert': -BEGIN RSA PRIVATE KEY \NMITEOgIBAAKCAQEAPXTIOHZUGLA1KBCQNIidGyvcwK87KyC+89mXFSKHMIX66Wq2A\n5pZ53F tNHVipSeB/7rqYvwZL jd4CrzxasbMjYWlgSP /D
hHIFFwyWjZuKKbkAvUjD\nfFIdR6miqoiBvajlgujHkvpq6EUrYtzEX1CV+1ErisP60ULS/77CCcLgnTDc+QMI\n/szsyTILIFDpSFrvz5ghNZnNS6+ZzsUlUqjd2P9gQh30r TERDXwaM2Xobof fWGDD\neva
WECjFkrHpLczdvV3Iw4 /52 /Bs+30HWFSX2v/b5+7UWrmODRcy 1AS1WURPO /e f\n8HiztBUd+8MEdVNtctIFnzKRUOrcu5/ZeE8ouQIDAQABAOIBAFO1d8fBvIqMKsHZ\nL62LHOd 7TWCS6KYGmHb6xho rSV4W3
e5kaflitFBUSLe/8NxP7G3+na7djMQEjrkk3\nHR4T3DF1QDRPLBasNgUWempFo18+2q/qy /Xv+h6TItmP3cOFRG3251tnVoYUBUHh\nH352YIxa@mQQi19Ekwch2j1IILrM+0sUXdnSyf7SbkusbAsZZi7i0

W2wRrbyyQsi\n71L S8ci+VRF7EKGKGYdBmOIBU4VXQI2223qLsFfOostDusD5eCKOEAQMS+Qum\nfNoOLZ6DRz tdYxs9HkhwgadeOHkQFKeKmR5xd8S6/3J8TUNdzmW4 1CRandXyW80j\n/5+19AECgYEA
1YVCosrwWCoW6pl j8kSTYEEibCIxqrFeIMEGNfysON@DzLitEdsx\nlm2RtCKyC5QiZ1TkylrLwqcdfdioR+qPcs4gcxAqCx0h2P2xygCleFmYIMmwcKMG\nC3nFpoecNcNbiBTbXwVYNNRMSNNTIeoujdkIAB
EouGbtWHs4gJAMEROECGYEAX1x7\nH5cUOQO3TFZH+m95wRo73SRg4fNceYN/VbGB70nkhnYoIvAS jgBcNL3N1bXsIEAT\nH+vz1PUnyeTtUM3BScI3 jMwLqQGXF7DEFYVIGXABTRZPKFgu211sz4riqD6FYyG
Xg\NVKTKLH4TB1vK6UPC5J1Q5UHPUCbobOEUH4tcdjkCgYA+971qB48PgWIVFVKRVLI4\nJ2neV8sr2ni26hXBOAZ+C /e2X615dMDP6U0gIGCTUOLAIMMCZ FpXI19pUHS4DULU\N3wWLKky +yKMITt25SWLLTtD
AYRO®WEQh9jPPST3EQt+rnAjN4QzKOyE2P3yg9CzHFd\nS6NZoGit/ /gqx4Dk /8V5gQKBGDUNSHL /hLbHWERSYXFROCCOMSNIRTkRA4WNBSbt\nPACR1EDGHG6CNUIB1DTIReibbg5T /W8aNtISPL27yCD3mSE
240004rxdT1uReqykw\n5mbklhChml6cDaj4H8 /F2Wjv7BPeYkeHYhuR jmyf4UABOVsgYwAX1ba2t71Yqg3+\nbTghAoGAXB9++2H+6WpBRrsvCfrEJuy1MOyCyuHu+5jgxAM8vskAzqnEI19IIcmm\nVVqyP
TIRWWZD/I2dCtV7simZ0Oc3HcoDy6RSt1SVE3VTT/FNbI7Sk651TxXt/ed4H\n9oFAtO07yyZgoUlI+QKL2FMLIPWr j5VjAXGFPED5C6M2RYmPgMc=\n END RSA PRIVATE KEY

Now press ctrl-d to exit.
Test your OAuth token
Now embed the '‘consumer_key', 'access_token' and 'access_token_secret' values you saw above into a new jirashell command:

jirashell --server https://issues.redradi shtech.com--consuner-key nonitor-jira-license --access-token
A56FI tj uH3j f cCs4aYS57gzXnAPXk2Zt --access-token-secret t8Jal JGSsxqZLRQDQQYNDf 761zgvPs --key-cert rsa.pem <<<
"jira.server_info()'

If successful, the j i ra. server _i nf o() command piped to stdin should succeed:

<JIRA Shell 2.0.0 (https://issues.redradishtech.com>

*** J] RA shell active; client is in 'jira'. Press Crl-Dto exit.

In [1]: Qut[1]:
{"baseUrl': "https://issues.redradi shtech.con,
‘version': '7.13.0',

'versionNunbers': [7, 13, 0],

' depl oynent Type': ' Server',

" bui | dNumber* : 713000,

" bui | dDate': ' 2018-11-28T00: 00: 00. 000+1100" ,
"scminfo': ' fbf406879436de2f 3f blcf a09c7f a556f b79615a’,
"serverTitle': 'Red Radish JIRA'"}

In[2]: Do you really want to exit ([y]/n)?

You now have the three things you need for your script: the token, the token secret, and r sa. pub private key.

Usingj i rashel | as a base for your script

If your script is Python, you can use j i rashel | as a library to handle all the ugly command-line parsing. In my case:



$ cp venv/bin/jirashell check-jira-license

$ vimcheck-jira-license # Make changes

$ cat check-jira-license

#!/ home/ j turner/src/redradi sh/ nagi os-jira-1icense/venv/bin/python3
# -*- coding: utf-8 -*-

inport re

i mport sys

fromjira.jirashell inmport get_config, JIRA

if __name__ =="'__main__":
options, basic_auth, oauth, kerberos_auth = get_config()
jira = JIRA(

opti ons=opti ons,
oaut h=oaut h

)

print(jira.server_info())

This command can then be invoked using the same command-line flags asj i rashel | :

.Icheck-jira-license --server https://issues.redradi shtech.com--consuner-key nonitor-jira-license --access-
t oken kLYKeTOg9Ei JDDnl xQTHOV] Rs2f pFS6 - - access-t oken-secret snhWJ GQreLu6l 9j ulaQGN ul QQPT1l z --key-cert rsa.pem

Some JIRA REST calls are not wrapped in the Python JIRA library. For those, you can use the OAuth credentials with the r equest s library directly, as
follows:

#!/ home/ j turner/src/redradi sh/nagi os-jira-1icense/venv/bin/python3

# -*- coding: utf-8 -*-
import re
i nport sys

fromjira.jirashell inmport get_config, JIRA
inport requests

def getlicensecounts(options, jira):
url =options['server'] + '/rest/plugins/applications/1.0/installed/jira-software'
response = requests.get(url, auth=jira._session.auth)

responsej son = response.json()
return (responsejson['accessDetails']['activeUserCount'], responsejson['accessDetails']
['"licensedUser Count'])

def main():
options, basic_auth, oauth = get_config()

jira = JIRA(options=options, oauth=oauth)
activecount, totalcount = getlicensecounts(options, jira)
print(f"Using {activecount} of {totalcount} |icense slots")

if __nanme__ =="'__main__":

sys.exit(main())

You can invoke non-REST (/ secur e/ adm n/ * ) URLs with OAuth credentials too, but Jira's "websudo" authentication will demand a password,
rendering OAuth useless.
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